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Abstract. Hybrid systems are systems involving the interaction of dis-
crete and continuous dynamics. Hybrid systems have been used as a
mathematical model for many safety critical applications. One of the
most important analysis problems of hybrid systems is the reachability
problem. Approaches based on predicate abstraction are widely used for
the reachability analysis. They are not efficient enough because of in-
troducing additional transitivity along the series of abstract states. In
this paper we give an approach to solve this problem for some classes of
hybrid systems. A verification example formalized within the Coq proof
assistant is provided.
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1 Introduction

Real-time embedded systems have become very important in our everyday life.
Programs such as device drivers and embedded controllers must run on real-time
constraints. Demand placed on the embedded systems functionality, complexity
and critical nature are increasing [5].

Hybrid systems are systems when there is a significant interaction between
the continuous and discrete parts and high performance specifications are to be
met by the system. For example, hybrid systems arise from the interaction of dis-
crete planning algorithms and continuous processes. The study of hybrid systems
is essential in designing intelligent control systems. Examples of such systems
include intelligent highway systems, air traffic management systems, computer
and communication networks, smart houses and others. Another challenging ap-
plication is a construction of mathematical models of biological processes.

Many of the above mentioned applications are safety critical and require the
guarantee of safe operation. The problem of safety verification seeks for an answer
to the question: is there a potentially unsafe state reachable from an initial
state? Therefore, formal verifying safety properties of a hybrid system consists
of building a set of reachable states and checking whether this set intersects
with a set of unsafe sets. That is why, one of the most central problems in
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the analysis of hybrid automata is the reachability problem. For systems with
continuous dynamics, it is very difficult to compute the set of all states reachable
from an initial set.

Abstraction is one of the complexity reduction techniques [4]. It reduces the
state space of a system by mapping it to an abstract set of states that preserve the
actual behavior of the system. Predicate abstraction is the most widely used form
of the abstraction. Given a concrete infinite state system and a set of abstraction
predicates, a finite state abstraction is produced. It is an abstraction in terms of
that for every execution in the concrete system there is a corresponding execution
in the abstract system. A predicate abstraction approach for the verification of
hybrid systems is represented in [9]. However, the computational cost of predicate
abstraction can be too high, and for large systems practically infeasible. That
is why we start from a method that decomposes the state space of a system
according a rectangular grid [11]. We show applicability of our method with the
verification example that we have formalized within the Coq proof assistant. It
models the gate controller of a railroad crossing.

Related work. The problem of computing reachable states of hybrid systems
received a lot of attention during past several years and different reachability
tools have been developed. There are two main approaches for reachability anal-
ysis: a) the methods ”overapproximating” the reachable set; b) the methods
based on computing ”convergent approximations” to reachable sets [12]. ” Over-
approximating” methods compute an overapproximation of a set of reachable
states. The tools such as d/dt [2] and Checkmate [10] represent sets as convex
polyhedra and propagate these polyhedra under continuous dynamics. A second
group of methods is based on computing solutions to static Hamilton-Jacobi
equations and on techniques from viability theory and set valued analysis [12].
Overapproximating approaches are mostly hard for systems with non-linear dy-
namics. The methods in the second group are exponential in n and thus not
practical for problems with large dimensions.

2 Problem description

Basically, a hybrid system is a graph, whose vertices represent continuous changes
and whose edges represent discrete transitions. A system trajectory is a sequence
of continuous flows and discrete jumps. A hybrid automaton combines discrete-
state and continuous-state dynamics to model systems which evolve both con-
tinuously and according discrete jumps. Therefore, we use a hybrid automaton
as a mathematical formalism for describing hybrid systems.

Now we formally define the notion of hybrid automaton. In the following
P(Q) denotes the power set (the set of all subsets) of @, and R denotes the set
of real numbers.

Definition 1. A Hybrid automaton is a tuple H = (L,n,So,Z, F,G, R) with the
following components:
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— L is a finite set of discrete locations; n > 0 is called the dimension of H.
The state space of H is S = L x R™. Each state thus has the form (I, z),
where | € L is a discrete part, and x € R™ is continuous;

— Sy C S is a set of initial states;

— I :L — P(R"™) assigns to each location | an invariant set Z(l) C R™, which
constrains the value of the continuous part while the discrete part is I, i.e.
continuous evaluation can go on as long as x remains in I(1).

— F: S — R” assigns to each discrete state a continuous vector field, i.e. start-
ing from an initial state (lp,x0) € Sp the continuous state x flows according
to the differential equation & = F(l,, ) and 2(0) = x9. We denote by & the
first derivative of x with respect to time, i.e. & = dx/dt.

— G : LXL — P(R™) describes a guard condition, i.e. if a system remains in a
discrete location 1y and a continuous state x reaches the guard G(l1,1l2) than
the discrete state may change its value to ls.

— R:LxLxR"— P(R™) is a reset function. It means that when a discrete
state changes its value from Iy to la, a continuous state gets reset to some
value in R(ly,lz,z) CR™.

For simplicity, we assume that a number of discrete locations is finite and for
all I € L, the vector field F(l,-) is Lipschitz continuous. It guarantees that the
solutions of the differential equation & = F(I, z) are well-defined.

Ezample 1. (Temperature control) The temperature T of a room is controlled by
a thermostat, which continuously checks the temperature and turns the heater
on and off if some threshold values T;,;, and T},,, are reached. When the heater
is on, the temperature increases according to the flow T = kt, when the heater
is off, the temperature decreases according to the flow T = —kt. The resulting
hybrid system is shown in Figure 1. A variable ¢ is used to ensure an upper
bound spent in each node.

lon Loff
T > Thaz;c:=0

T =kT
c=1
Xz < Tmaz + 6maz
T > Tmaz

\/

T < Thmin;c:=0

Fig. 1. Graphical representation of the thermostat hybrid automaton.

Let R>g be the set of non-negative real numbers. We denote by & the set of
functions f : R>g — R"™ and define the flow of a system in a discrete location ! as
@1z, f,t) with an initial condition ¢;(xo, f,0) = x¢. A system state can change
in two ways: either by time evaluation or by discrete transitions. Hence, there
are two kinds of transitions: a continuous transition, denoted as —., describes
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evolution of a system in a given location, and a transition, denoted as —,
describes moving from one location to another location and, possibly, changing
the continuous variables according to the function R. Then the semantics of a
hybrid automaton is given by the corresponding transition system [1].

Definition 2. Given a hybrid automaton H = (L,n,So,Z, F,G, R), the transi-
tion system T = {S,—, Sy} of H consists of

— set of states S;

— the set of initial states So;

— the transition relation —C S x S between states, and it is defined as an
union of two relations —. and —4, where —.C S X S the relation describing
a transition due to continuous flow and —4C S X S the relation describing
a transition due to a discrete jump, i.e.

(x)=al'y) e G(l,) Ny =R, x)

When it is necessary, we will use (I, x)—:(l,y) instead of (I, x)~c(1,y).

Trajectories of a hybrid automaton are sequences of continuous flow and
discrete steps and start from initial states.

Definition 3. (Trajectory) Given a hybrid automaton H = (L,n,So,Z, F,G, R),
we say that T, : sg — -+ — Sy, 18 a trajectory of H if so € Sp, and s; € S,1 <
1 < n, where n is the length of the trajectory.

Given a hybrid automaton H and a set of unsafe states U, the safety verifi-
cation problem concerns with proving that all trajectories of H cannot enter U.
Formally it can be defined as follows.

Definition 4. (Safety) We say that a hybrid automaton is safe if for all n >0
there is no trajectory sqg — - -+ — 8, such that s; NU # O for some 0 < i < n.

Our goal is to design an algorithm that, given a hybrid automaton and a
set of unsafe states, decides whether the corresponding system is safe. However,
this problem in is undecidable in general [6]. That is why we are interested in
algorithms that terminate efficiently for problems of practical importance.

3 Reachability analysis

In this section we describe an algorithm for verifying safety of hybrid systems.
Basically, it is a modification of traditional methods based on discrete abstrac-
tion. The fact that the approaches based on a discrete abstraction of a state space
produce too many spurious transitions, motivated us to find another approach.
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3.1 Abstract transition system

Our method is based on the approach that decomposes the continuous state
space according to a n-dimensional rectangular grid as, for example, in Figure 2.
Such abstractions are mostly performed in a manual manner. In general, a state
space can be represented by polyhedra [1]. This is a more flexible approach but
it requires an algorithm for dealing with these polyhedra. A rectangular grid is
less flexible but it is simpler to implement the corresponding operations.

We assume that we have an algorithm that can produce a decomposition of
a state space, as for example in [8]. We denote by y an abstract state and by S°
a set of all abstract states.

In order to define a discrete abstraction of a given system, we have to describe
the transitions between the abstract states, the set of initial abstract states Sg,
and the set of abstract unsafe states . Given a hybrid automaton H and a set
of abstract states, the set of initial abstract states can be computed.

Definition 5. A hybrid automaton H = (L,n,S0,Z,F,G,R) and an abstract
state space S® generate the abstract transition system T = {S%,~, S5}, where

— the set of initial abstract states S§: an abstract state (I,x) € S§ if there is
(I,x2) € Sy such that x € x;

— the abstract transition relation ~C S§% x 8§ is a union of two relations:
~e € 8% x 8% is a relation describing a transition due to continuous flow
and ~q C 8% x 8% is a relation describing a transition due to a discrete
Jump, i.e.

(Lx)eel,x) &3t >0zex, s’ e, fedl € L: i f,t)=a" Na' €
g1, 1) Avt" € (0,1, ¢ulw, 1) € I(1)

(x)oal', X)) e Frex, o’ ex,ixe Gl =R(LU, x).

When it is necessary, we will use (I, x)~c'(l,X") instead of (I, x)~c(l,X’)-

Due to finiteness of the abstraction, we can check it’s safety by computing
all possible transitions.

The abstract transition system described here differs from the abstraction
transition system as given by [1] in terms of the formulation of the relation ~».
defining a continuous step.

Ezample 2. The grid for the thermostat example is depicted in Figure 2. Each
rectangular box represents an abstract state. We assume that 177, < Tpim <
Tmazr < Taq, where T . = Trin—0min and 17, .. = Tiaz+0maz. While staying
in a discrete location l,,, an abstract continuous step from a state (lon, X0) to a

state (lon, x1) is possible.
Definition 6. An abstract trajectory is defined as a sequence
s‘(lO’O) ~re 5‘5071) ~rq 5‘5170) Ao . g s‘(lz-ﬁo) ~re s‘(lz-ﬁl) ~rd e

where s{, o) € S
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Fig. 2. An abstract continuous step from a state (lon, x0) to a state (lon, x1)-

An abstract trajectory is closed if there are i and j such that i < j and
$(0.0) ~e 5(0.1) ~d 5(1,0) e -+ P S(i0) e - 2 S(j0)

where s‘(’l 0 = s’(lj 0)" We denote by Tr(s*) a closed abstract trajectory starting
from an abstract state s°.

Note that in general an abstract trajectory starting from some initial abstract
state is not unique. Existence of a closed abstract trajectory follows from finite-
ness of the continuous state space partition.

Standard approaches based on predicate abstraction are less efficient than
they could be, because of introducing additional transitivity along the series
of abstract states, i.e. they produce too many spurious abstract transitions. It
means that if for abstract states yi, x2 and xs holds yi~:x2 and x2~cXx3
than ys is proclaimed to be reachable from y7, although it is not always the
case. In contrast to the standard methods, our framework allows computing
only transitive transitions.

3.2 Algorithm

Given a hybrid system, the reachability problem is to check whether all trajec-
tories starting from an initial state avoid unsafe regions. If the reachability is
verified for the abstraction then it holds in the concrete system. In general, this
problem is undecidable. So we have aimed to have an algorithm that given a
hybrid system and an abstraction of the state space the following holds: a) it
terminates; b) if it terminates with an answer ’safe’, then the original system is
safe.

We define an ”auxiliary” abstract continuous step as follows.
(I,x)~2 (I,x") &z e x,a’ € X' : (L,z)—(,2)

The above definition is similar to the definition of an abstract continuous
step of [1] but it serves a different purpose, i.e. defining the ”auxiliary” set of
successors Succ.*"* we avoid computing spurious abstract transitions.

Suce" (L, x), (LX) = {(I,x") € 8* | 3t > 0 : (I,x)~l ) AV €
]O,t[, (Z)X) Mauz (l7X”)}'
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Given an abstract trajectory
a . .a a a a a
T 280,00 e F(0,1) ~7d 5(1,0) e S(1,1) “d - e N7d S(n,0)

the set Reach(r) is define as follows.

n n—1
Reach(r) = U s(i0) Y U Sucee™ (i 0)5 5(i,1))
i=0 =0

Lemma 1. Given a hybrid automaton H = (L,n,So,Z, F,G,R), for each tra-
jectory T there is a corresponding abstract trajectory T such that for each s € T
there is s* € Reach(T*) such that s € s®.

Proof. We give a sketch of a proof. Suppose
T 180,00 Zc--- ¢ S(0,ip) —d S(1,0) “c---d S(n,0) —Pc--- ¢ S(n,in)
Let us construct the following abstract trajectory
T4 5((10,0) ~e 5?071) ~d S((ll,o) ~e s‘(ll,l) ... S?n,O)’
where 51,0y € S((lk,o)’ 0<k<nand sy, € S((lk,ik)’ 0<k<n-—1.
By definition, s ;) € Succ.""" (S((lk,o)’ S((lk,1)>’ 0<k<n-—1,1<j<i.

We conclude that for each s € 7 there is s* € Reach(7®) such that s € s®.

Given an abstraction of a state space and a set of unsafe states, the set of
unsafe abstract states U* can be computed.

The methods based on predicate abstraction are often less efficient than
they could be because of the accuracy to which the abstract reachable states
are computed. The extra accuracy requires much more calls of validity checker
than it is necessary. Often an over-approzimation of abstract reachable states is
sufficient to prove the verification condition. In cases when the continuous flow
is represented by a monotone function in a discrete location [, we can compute
Succ®™((1,x), (1, x")) as a convex hull of x and x'.

We define the set Succ(Q) of successors of a set @ € S* and an ’auxiliary’
set of reachable states Reach®”(Q) as follows.

Succ(Q) ={s€ 8" | g€ Q,s € S : g~ s N5 ~rq s}

Reach®*(Q) = {s € 5" | I € Q,p € S : (¢ ~¢ p) A (s € Succ™*(q,p) Up)}.

Theorem 1. Given a hybrid automaton H = (L,n,S0,Z, F,G,R), a finite set
of abstract states S, and a set of abstract unsafe states U, the safety of the
abstract system implies the safety of H.

Now we define hybrid systems for which this approach can be applied effi-
ciently. We need to define some restrictions on functions describing continuous
behavior.
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Algorithm 1 REACHABILITY ALGORITHM

i :=0;
Reach; := So;
Suce; := Sop;

Succiti1 = Suce(So);
Reachi+1 := So U Suce; U Reach®®*(Sp);
while (Reach; NU® = @ A Reach;+1 Z Reach;) do
if Reach;+1 NU* # @ return "unsafe”;
if Reach;4+1 C Reach; return ”safe”;
9: i:=1+1;
10:  Swucc; := Suce(Succi—1);
11:  Reach;+1 := Reach; U Suce; U Reach®*® (Succi—1);
12: end while

Definition 7. (Admissible function) We say that a function f: Ry x R™ — R”
for some m,n € N is admissible if for all x1,x2,23 € R™ and t € Ry there are
a1, 09 € [0,1] such that x3 = anzy + (1 — a1)ze and f(t,x3) = asf(t,x1) + (1 —
a2) f(t, z2).

The above definition means that while time elapses, each segment of a straight
line is mapped to a segment of a straight line. In the following we consider only
admissible functions.

4 Modeling of hybrid systems with Coq

We give here only a very brief description of the Coq proof assistant, and refer
for more details to [3]. Coq is a proof assistant for higher order typed A-calculus,
i.e. the proof in Coq is equivalent to the construction of a A-term.

Coq is an interactive proof assistant, composed of a specification language
called Galina and a proof engine, and it allows formal defining mathematical
objects and helps the user with proving the properties of these objects. Basically,
the use of Coq follows three steps: a) define the objects and axioms used, b) state
a theorem, c) provide proof steps, until the proof is complete.

In Coq, data types are presented as inductive types. For example, natural
numbers are defined as follows.

Inductive nat: Set:= | O : nat | S : nat — > nat.
This definition introduces a type nat which is itself of type Set.

Formalization in Coq. We show here how an abstraction of a hybrid automa-
ton can be formalized in Coq. A partition P of a continuous state space is defined
as a list of lists or real numbers, an abstract continuous state is defined as a list
of naturals and a set of all abstract states as a list of lists of naturals.

Parameter P: list(list R).
Definition AbsState:= list nat.
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Definition SetAbsStates:= list(list nat).

Definition Time := R.

Definition DiscState:= Set.

Definition ContState:= list R.

Parameter InitialStates: DiscState — SetAbsStates.
Parameter Invariant: DiscState — list(list nat).
Parameter Guard: DiscretState — DiscreteState —list(list nat).
Parameter Flow: Time — State — State.

Parameter Jump: DiscState — DiscState — SetAbsStates.
Parameter Reset: DiscState — DiscState — SetAbsStates
— SetAbsStates.

Verification example: the gate controller of a railroad crossing. As an example
we consider the gate controller of a railroad crossing from [7]. The model consists
of two subsystems: a train and the gate controller. The train is required to send
a signal app at least two minutes before it enters the crossing. The train sends a
signal out when it leaves the crossing and it must happen no late than 5 minutes
after the app signal (this is expressed by the guard 2 < & < 5). The gate must be
closed in at least 1 minute after the app signal is received and not later than in 2
minutes (the guard is 1 < y < 5). The gate responds by opening within 1 minute
after receiving the out signal. We have defined a product of timed automata that
combines the train process and the controller process, and the resulting system
is depicted in Figure 3. It has the following discrete locations: Locl: a train is far
from the gate and the gate is open; Loc2: the train is approaching the crossing
and the gate is open; Loc3: the train is approaching the crossing and the gate is
closed; Loc4: the train has left the crossing and the gate is closed. We want to
verify that the gate is never closed more than 5 minutes.

Locl

out

Fig. 3. A model of a train crossing problem.

We define the set of discrete states as:

Inductive DS: Set:= | Loc1:DS | Loc2:DS | Loc3:DS | Loc4:DS, and
the partition of the continuous state space as:

Definition P := (0::1::2::3::4::5::6 )::(0::1::2::3::4::5::6).

We do not have enough of space to present all formalizations in Coq. We just
conclude that we have been able to verify with our approach that the gate is
never closed more than 5 minutes.
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5 Conclusion

The results presented in the paper are twofold. On one hand, we have given a
framework for reachability analysis which allows to avoid spurious transitions
for some classes of hybrid systems. On the other hand, the results presented
in the paper were ‘mechanically’ checked in Coq by formalizing a train crossing
example. As for future work, we intend to investigate the structure of special
classes, for example linear hybrid systems, for which our method is efficient, to
generalize this approach within Coq and to apply it to larger case studies.
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