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t. Free-ele
tron laser FLASH (260-meter-long ma
hine) [1℄ is apilot fa
ility for the forth
oming XFEL [1℄ (3 km) and ILC [2℄(≃35 km)proje
ts. Along with growth of the experiment, servi
e and maintenan
eare be
oming so 
omplex that 
ertain degree of automation seems to beinevitable. The main purpose of the automation software is to fa
ilitateoperators with 
omputer-aided supervision of several hardware/softwaresubsystems. The e�orts presented in this 
ontribution 
on
ern elabora-tion of general framework for designing and development of automationsoftware for the FLASH. The toolkit fa
ilitates spe
i�
ation, implemen-tation, testing and formal veri�
ation. The ultimate goal of the frame-work is to systematize the way of automation software development andto improve its dependability. At present usefulness of the tools is beingevaluated by testing the automation software for single RF-power stationof the FLASH.0.1 Safety-Criti
al Aspe
ts of Appli
ationThe pe
uliarity of appli
ation implies number of requirements typi
al for safety-
riti
al appli
ations. One of the most important feature of 
ustomer-orientedfa
ility as FLASH is ma
hine uptime. It entails automation software liveness.Moreover, the software deals with expensive hardware installations, whi
h arenow and then servi
ed by te
hni
al personnel. Under this 
ir
umstan
es assertionof various safety properties is evident.0.2 Insu�
ien
ies of Previous FrameworksSeveral attempts to automate 
ertain subsystems of the FLASH have been per-formed at the DESY [4�7℄. All of them utilized the DOOCS [3℄ Finite StateMa
hine [8, 4℄ toolkit or State�ow [9℄.Authors' pra
ti
e reveals that su

essful appli
ations of simple automations
hemes are feasible but design of statema
hines for larger subsystems turnsout to be tedious and error-prone. The problem be
omes parti
ularly evidentwhen spe
i�
ation evolves and design has to be updated. Then, even well elabo-rated statema
hine be
omes a mixture of 
omplex expert's knowledge and tri
ky837
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halewskiendeavors whi
h make it work. Both aforementioned toolkits o�er merely theimplementation tools. They do not fa
ilitate stages of spe
i�
ation testing andveri�
ation.1 Proposed Approa
hTo address requirements of appli
ation domain, several me
hanisms borrowedfrom expert-systems �eld have been used. Proposed software 
onsists of two ex-e
ution engines supplied with the spe
i�
ation in the domain-spe
i�
 language.The planner engine assembles plans to drive the subsystem automati
ally to-wards desired operation mode. The ex
eption handler is designed to deal withpossibly 
omplex ex
eptional situations, whi
h may be exposed by driven hard-ware. Its role is to �x known operation glit
hes and perform 
on�i
t resolutionin the 
ase of multiple ex
eptions.2 The Ar
hite
tureSingle installation of the automation software 
onsists of two runtime automationengines and two spe
i�
ation �les. Cooperation of the engines is realized bydedi
ated 
ooperation proto
ol.
Exception handler

engine

Cooperation protocol

Planner
engine

Specification
for

exception
handler

for
planner

Specification

Supervised plantFig. 1. Single installation of the automation software.2.1 Planner EngineIts role is to automate routine operation pro
edures usually performed by the op-erators. It 
onsists of spe
i�
ation language interpreter, state estimator, plannerand plan exe
utor. State estimator retrieves 
urrent status of supervised a
-
elerator subsystem. Planner synthesizes a sequen
e of pro
edures bringing the
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tive state to the state satisfying spe
i�
ation of target operationmode. Plan exe
utor takes 
are for exe
uting a single pro
edure. The spe
i�
a-tion for the planner engine is 
omprised of 
onstru
ts presented by the grammarfrom Fig. 2. A state spa
e of a �nite state des
ription is represented by set ofsystem variables (<qvariable>) with signi�
antly redu
ed domains. Physi
alsignals readouts are introdu
ed to the spe
i�
ation by means of <observable>.Mapping between the model and hardware readouts is a

omplished by de�nitionof system variables domains. Possible model state transformations are expressedby means of atomi
 operations (<pro
edure>). Their spe
i�
ation 
onsists ofpre
ondition, post
ondition, referen
e to the exe
utable 
ode and estimate ofexe
ution time. Pro
edure is permissible only if its pre
ondition evaluates totrue. Post
ondition be
omes ful�lled after its su

essful exe
ution. Exe
utiontime helps in estimation whether the pro
edure is still in progress or has pre-sumably failed. Sin
e every automated operation is performed on purpose, thereis a way to spe
ify possible goals of automation. For these purpose there exists a
onstru
t <op_mode>. It spe
i�es a valuation of subset of system variables whi
hmust hold for the operation mode to be a
tive. Spe
i�
ation 
an be augmentedwith de�nitions of formal properties of the model (<formal_prop>). The onlyusage s
enario of the planner engine is to 
on�gure target mode and let thesoftware bring the subsystem there. This pro
ess exe
utes in 
y
les. Every 
y
lethe state estimator guesses the status of supervised devi
e, planner �ns the se-quen
e of atomi
 pro
edures driving the system into target operation mode andplan exe
utor performs �rst pro
edure from the plan. After rea
hing the targetoperation mode, planner engine restri
ts itself to monitoring. In the 
ase of sin-gle pro
edure failure several s
enarios depending on plan exe
utor setup mayhappen. At present there are two setups possible. First repeats failed pro
edurewhile the se
ond tries to �nd and exe
ute alternative pro
edure.2.2 Handler of Ex
eptional EventsEx
eption handler re
ognizes operation glit
hes and if possible exe
utes appro-priate remedy pro
edures. If ex
eption 
annot be dealt with automati
ally, itstops the automation software and warns the operators. In the 
ase of multipleex
eptions it must 
hoose the most suitable remedy pro
edure.Its spe
i�
ation language is designed for de�nition of ex
eptional situations.They are des
ribed by means of 
onditions de�ned in terms of monitored DOOCSproperties3. There are distinguished three 
ategories of the ex
eptions. Perma-nent faults, temporary interrupts and warnings. Faults 
ause permanent break inma
hine operation. Interrupts are temporal glit
hes whi
h 
an be automati
allydealt with. Warnings provide information about possibly approa
hing operationproblems.Above 
lassi�
ation was introdu
ed to fa
ilitate 
on�i
t resolution in the
ase of multiple ex
eptions o

urren
e. If a fault o

urs, automation software ispermanently suspended and appropriate message is sent to operators' 
onsole.3 Corresponding grammar may be found in Fig. 2
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∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ COMMON PART OF THE LANGUAGE ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗<spe 
 i f i 
 a t i o n > : := { def <de f i n i t i o n > ";"}<de f i n i t i o n > : := <rep_ex
eptions> | <ex
ept ion> | <observable> |<pro
edure> | <q_variable> | <op_mode> | <formal_prop><observable> : := observable <obs_name> o f type <obs_type>taken from <doo
s_addr><obs_type> : := bool | i n t | f l o a t | s t r i n g<
ondit ion> : := <r e l a t i o n> <jun
t ion> <r e l a t i o n><jun
t ion> : := & | " | "<r e l a t i o n> : := <obs_name> <operator> <number> |<obs_name> <bitop> in t e ge r <operator > in t eg e r<operator > : := == | != | < | > | <= | >=<bitop> : := b i t o r | bitand | b i txo r<number> : := in t eg e r | f l o a t<pro
_name>, <obs_name>, <q_name>, <q_val>, <op_name>, <p_name>,<doo
s_addr>, <des
 r ip t i on >, <message> : := s t r i n g
∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ PLANNER−SPECIFIC PART ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗<q_variable> : := qvar i ab l e <q_name> <q_domain><q_domain> : := <q_value> {" ," <q_domain>}<q_value> : := value <q_val> i f <
ondit ion><op_mode> : := opmode <op_name> a
 t i v e when <state><state> : := <state> { <jun
t ion> <state> }<state> : := <qre l a t i on><qre l a t i on> : := <q_name> == <q_val> | <q_name> != <q_val><pro
edure> : := pro
edure <pro
_name> des 
 r ip t i o n : <de s 
 r ip t i on>t r i g g e r : <doo
s_addr> al lowed <
ondit ion_type> <
ondit ion>pos t 
ond i t i on : <
ondit ion> 
os t : i n t eg e r<
ondit ion_type>::= un l e s s : | when :<formal_prop> : := s p e 
 i f i 
 a t i o n <p_name> <p_type> <state><p_type> : := always | never | p o s s i b l e
∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ EXCEPTION HANDLER−SPECIFIC PART ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗<rep_ex
eptions >::= repo r t <ex
_type> to <doo
s_addr><ex
_type> : := f au l t | warning | i n t e r r up t<ex
ept ion> : := <inte r rupt> | <fau l t> | <warning><inte r rupt> : := i n t e r r up t <des
 r ip t i on> holds i f <
ondit ion>repo r t message <message> exe
ute pro
edure <pro
_name><fau l t > : := f au l t <de s 
 r ip t i on> holds i f <
ondit ion>repo r t message <message><warning> : := warning <des
 r ip t i on> holds i f <
ondit ion>repo r t message <message>Fig. 2. Grammar de�ning syntax of the spe
i�
ation language for both the plannerand the ex
eption handler.
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urren
e of an interrupt in 
ase of la
k of faults entails exe
ution of suitableremedial pro
edure.Con�i
t resolution between interrupts is based on 
al
ulation of subsumptionrelation. More stri
tly spe
i�ed interrupts have pre
eden
e before more generalones. The algorithm for de
iding whether one ex
eption subsumes another uti-lizes two 
onstraint solvers. The 
lp/bounds [16℄ and the 
lpqr [16℄. The idea of
al
ulating the relation is fairly simple. If one assumes two ex
eptions E1 and E2whi
h 
onditions 
nd_1 and 
nd_2. The algorithm reports the subsumption ifthere exist three valuations V1, V2, V3 of variables (hardware readouts) in 
nd_1and 
nd_2 meeting one of the following statements.
E1 subsumes E2 iff

(cnd_1(V1) ∧ cnd_2(V1)) ∧ (cnd_1(V2) ∧ ¬cnd_2(V2))
∧ ¬(¬cnd_1(V3) ∧ cnd_2(V3))

E2 subsumes E1 iff
(cnd_1(V1) ∧ cnd_2(V1)) ∧ (¬cnd_1(V2) ∧ cnd_2(V2))

∧ ¬(cnd_1(V3) ∧ ¬cnd_2(V3))When above 
on�i
t resolution methods fail, the order of appearan
e in thespe
i�
ation �le de
ides whi
h ex
eption is handled �rst.2.3 Cooperation S
enariosBoth the runtime engines perform 
omplementary tasks. Sin
e they share thesame hardware equipment, they must obey 
ertain rules of 
ooperation. For thispurpose a proto
ol or
hestrating their 
ollaboration has been designed. Generaldiagram of the 
ooperation proto
ol design is presented in Fig. 3. Table 1 explainsthe interfa
es presented in the diagram. Figures 4 and 5 present the design of the
ooperation proto
ol in the form of Harel's state
harts [19℄. 4. Table 2 providesdes
riptions of the states from the Fig. 4 and 5. Poorly designed 
ooperationproto
ol might 
ause automation software to hang. Therefore it had to be veri�edfor the deadlo
k [18℄ and livelo
k [18℄ freedom. The SPIN [14℄ model 
he
ker wasused for this purpose. Proto
ol design presented in Fig. 3, 4 and 5 was modeledin the PROMELA5 language. Then the model has been 
he
ked for the existen
eof deadlo
ks and livelo
ks.It turned out that all non-progressive 
y
les [14℄ found in the model did not
ause starvation (livelo
k). They have been marked as progressive by insertinga progress labels depi
ted as numbered bullets in 4 and 5. After inserting thelabels into the model no invalid endstates [14℄ (deadlo
ks) have been found.Besides, the model has been veri�ed to 
onform to its fun
tional requirementspresented in Fig. 6.4 It is assumed that they are interpreted a

ording to the operational semanti
s de-s
ribed in the �State�ow User's Guide� [9℄5 A modeling language of the SPIN model 
he
ker
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Automaton for
planner side

Exception
handler

Automaton for
exception handler

side

Planner

GLITCH

ERROR

STATE_RECOGNIZED

GOAL_REACHED

PLAN_SUCC

GOAL_AIMED

FREEZE_HNDLR

FREEZE_PLANNER

AUTO_MODE

Fig. 3. General s
heme of 
ommuni
ation between the planner and the ex
eption han-dler.Table 1. Explanation of the data supplied to and inter
hanged between the parts ofthe proto
ol from Fig. 3Stimulus name Des
riptionSTATE_RECOGNIZEDState of supervised plant �ts in the state spa
e de�ned bythe spe
i�
ationGOAL_REACHED A state of the target operation mode has been rea
hedPLAN_SUCC A path to one of the target states has been foundGOAL_AIMED Target operation mode has been spe
i�edAUTO_MODE The software is permitted to supervise the plantGLITCH Ex
eption handler reports an operation glit
hERROR Ex
eption handler reports a permanent faultFREEZE_PLANNER Suspend plannerFREEZE_HNDLR Suspend ex
eption handler
GOAL_NOT_AIMED

[GOAL_AIMED==0]

{FREEZE_HNDLR=1}

[STATE_RECOGN!=0 & GOAL_REACHED!=0]

INC_STATE_SCANNING

[STATE_RECOGN==0]

STATE_SCANNING

P_FROZEN
1entry:

3

2

GOAL_IS_AIMED INCOMPLETE

[PLAN_SUCC!=0 & GOAL_REACHED==0]

[PLAN_SUCC!=0 & GOAL_REACHED==0]

[STATE_RECOGN!=0 & GOAL_REACHED==0]

[PLAN_SUCC!=0 & GOAL_REACHED!=0]

entry:FREEZE_HNDLR=0

INC_PLANNING
STEP_EXECUTION

[PLAN_SUCC==0]PLANNING

[STATE_RECOGN!=0 & GOAL_REACHED==0]

[PLAN_SUCC==0]

[FREEZE_PLANNER!=0]

[FREEZE_PLANNER==0]

[GOAL_AIMED==0]

[PLAN_SUCC!=0 & GOAL_REACHED!=0]

P_AUTO

4

entry:

Fig. 4. Design of the 
ommuni
ation proto
ol for the planner.
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UPDATE REPORTING_EVENTS

[ERROR!=0]
{FREEZE_PLANNER=1}

[AUTO_MODE!=0&FREEZE_HNDLR!=0]
{FREEZE_PLANNER=0}

[ERROR==0&GLITCH!=0]
{FREEZE_PLANNER=1}

[ERROR==0&GLITCH==0]
{FREEZE_PLANNER=0}

6

MANUAL

PROCEDURE_EXECUTION

[AUTO_MODE==0]

[AUTO_MODE!=0&FREEZE_HNDLR==0]

[ERROR!=0]

[FREEZE_HNDLR==0]

entry:FREEZE_PLANNER=0entry: FREEZE_PLANNER=1

[FREEZE_HNDLR!=0]

[AUTO_MODE==0]

E_FROZEN

E_AUTO

5

entry:Fig. 5. Design of the 
ommuni
ation proto
ol for the ex
eption handler.Table 2. Explanation of state names from the Fig. 4 and 5State name Des
riptionP_AUTO Planner is permitted to supervise the plantP_FROZEN Planner is suspendedGOAL_IS_AIMED Target operation mode has been spe
i�edGOAL_NOT_AIMED Target operation mode is not spe
i�edSTEP_EXECUTION Planner exe
utes single step of the planPLANNING Planning in progressSTATE_SCANNING Planner performs state re
ognitionINCOMPLETE Planner is in
ompleteINC_PLANNING Planning pro
edure failedINC_STATE_SCANNING State of the plant is unknownE_MANUAL Both engines are suspendedE_FROZEN Ex
eption handler is suspendedAUTO Both engines are permitted to supervise the plantUPDATE Ex
eption dete
tion in progressREPORTING_EVENTS All ex
eptions are being reported to the operatorPROCEDURE_EXECUTION Ex
eption handling pro
edure in progress1. FREEZE_PLANNER → ⋄¬FREEZE_PLANNER2. FREEZE_HNDLR → ⋄¬FREEZE_HNDLR3. GLITCH → ⋄¬P_FROZEN4. ERROR → ⋄¬P_FROZEN5. MANUAL → ⋄¬P_FROZEN6. ¬GOAL_AIMED → ⋄GOAL_NOT_AIMED ∧ E_FROZENFig. 6. Properties of the 
ooperation proto
ol whi
h prove its responsiveness and dead-lo
k freedom.
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ation and TestingIn this proje
t, automated formal veri�
ation is realized by model 
he
king [12℄.The NuSMV [11℄ is a model 
he
ker used to verify formal properties in
ludedin the spe
i�
ation for the planner. Dedi
ated 
onverter translates the modelen
oded in the spe
i�
ation language to the equivalent model expressed in theNuSMVs input language. De�nitions of formal properties whi
h need to be ful-�lled by the model are expressed in the Computation Tree Logi
 (CTL) [12℄.Fragmentary example of the NuSMV input spe
i�
ation 
an be seen in Fig. 7.MODULE systems_stateVAR FORCE_MANUAL_MODE: {FALSE,TRUE} ;MODULATOR_STATUS: {LOCKED_FOR_5_MIN,ERROR,OFF,ON} ;ASSIGN next (FORCE_MANUAL_MODE):= FORCE_MANUAL_MODE;next (MODULATOR_STATUS) := MODULATOR_STATUS;MODULE swit
h_to_manual( s t )ASSIGN next ( s t .FORCE_MANUAL_MODE):= 
ases t .FORCE_MANUAL_MODE = TRUE : FALSE;1 : s t .FORCE_MANUAL_MODE;esa
 ;MODULE swit
h_to_auto ( s t )ASSIGN next ( s t .FORCE_MANUAL_MODE):= 
ases t .FORCE_MANUAL_MODE = FALSE : TRUE;1 : s t .FORCE_MANUAL_MODE;esa
 ;MODULE mainVAR s t a t e : p ro
e s s systems_state ;pro
_swit
h_to_manual : p ro
e s s swit
h_to_manual( s t a t e ) ;pro
_swit
h_to_auto : p ro
e s s swit
h_to_auto ( s t a t e ) ;FAIRNESSrunning
−− r e a 
h ab i l i t y o f MODULATOR READYSPEC EF ( s t a t e .FORCE_MANUAL_MODE = FALSE& s t a t e .KLY_INTERLOCK_STATUS = ALL_GREEN& s t a t e .MOD_INTERLOCK_STATUS = ALL_GREEN& s t a t e .MODULATOR_STATUS = ON)Fig. 7. Fragmentary spe
i�
ation for the planner automati
ally translated to theNuSMV input language. The model is an asyn
hronous statema
hine. Its state isdes
ribed by symboli
 variables de�ned in the module system_state and ea
h tran-sition is represented by 
orresponding module (e.g. swit
h_to_manual). Module maininstantiates all the pro
esses. Model exe
ution 
onsists in sequential exe
ution of non-deterministi
ally 
hosen pro
esses.4 Testing EnvironmentTo fa
ilitate the pro
ess of automation design, dedi
ated software has been im-plemented. The toolbox allows to simulate 
ontinuous or step-by-step exe
ution
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tron Laser FLASH 845of the planner engine. It provides the interfa
e to display and simulate the sys-tem state and integrates automati
 formal veri�
ation. Some elements of thetoolbox 
an be seen in the Fig. 7, 8, 9.

Fig. 8. The interfa
es for 
hoosing the target operation and step-by-step simulation.5 Proof of Con
eptUsability of the framework has been evaluated by implementation of supervisionsoftware for RF-power station subsystem. This installation is responsible for

Fig. 9. RF-power station in the �MANUAL_MODE� operation mode.supplying 
avities with energy ne
essary for parti
le a

eleration. Despite thewhole RF-power station is quite 
omplex, it has simple operation s
enarios. Sixoperation modes have been spe
i�ed. They are presented in Fig. 8. The systemstate was des
ribed by nine system variables depi
ted in Fig. 9. The ex
eptionhandler was supplied with the spe
i�
ation of the following ex
eptions.
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halewski� Personal interlo
k a
tive (personal safety, permanent fault)� RF-leakage dete
ted (personal safety, permanent fault)� Unre
overable modulator fault (permanent fault)� Modulator power supplier swit
h is o� (human assistan
e needed)� Only RF-inhibit a
tivated (remote restart possible)� General modulator problem (remote restart possible)� IGCT sta
k overheated (hardware safety, wait till temperature drops)The software has been used for several maintenan
e days for driving the oneRF-power station. Both planned and ex
eption handler proved to work 
orre
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